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Ten Design Guidelines to
Mitigate the Risk of AI Pricing
Tool Noncompliance with the
Federal Trade Commission Act,
Sherman Act, and Colorado

Al Act

Justin R. Donoho*

In this article, the author explains that companies increasingly face the
risk of being targeted in lawsuits brought by governmental bodies and class
action plaintiffs alleging unfair methods of competition in violation of the
Federal Trade Commission (FTC) Act and agreements that restrain trade in
violation of the federal Sherman Act. The author identifies recently emerging
trends in such lawsuits, including one currently on appeal in the U.S. Court
of Appeals for the Third Circuit and three pending in district courts, draws
common threads, and discusses 10 guidelines that Al pricing tool designers
should consider to mitigate the risk of noncompliance with the FTC Act, the
Sherman Act, and Colorado AI Act.

“Express collusion violates antitrust law; tacit collusion does
not.... [I]t is not a violation of antitrust law for a firm to
raise its price, counting on its competitors to do likewise (but
without any communication with them on the subject) and
tearing the consequences if they do not”

—In re Text Messaging Antitrust Litig.,
782 F.3d 867, 872, 876 (7th Cir. 2015) (Posner, J.)
(case involving the Sherman Act)

While artificial intelligence (AI) pricing tools can improve
revenues for retailers, suppliers, hotel operators, landlords, ride-
hailing platforms, airlines, ticket distributors, and more, designers
and deployers of such tools increasingly face the risk of being tar-
geted in lawsuits brought by governmental bodies and class action
plaintiffs alleging unfair methods of competition in violation of the
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Federal Trade Commission (FTC) Act and agreements that restrain
trade in violation of the federal Sherman Act.

This article identifies recently emerging trends in such lawsuits,
including one currently on appeal in the U.S. Court of Appeals for
the Third Circuit and three pending in district courts, draws com-
mon threads, and discusses nine guidelines that Al pricing tool
designers should consider to mitigate the risk of noncompliance
with the FTC Act and Sherman Act:

1. Stay tuned on FTC v. Amazon if considering allowing
the algorithm to engage in tacit collusion;

2. Do not allow the algorithm to use shared nonpublic data
to make individual price recommendations;

3. Do not allow the algorithm to publish customers” non-
public information to other customers unless sufficiently
nonsensitive, aggregated, and anonymized;

4. Stay tuned on the Third Circuit if considering allowing
the algorithm to train with the benefit of information
provided by each customer;

5. Maintain a procompetitive message to the market versus
inviting a conspiracy;

6. Design and encourage pricing decision methods alterna-
tive to accepting the algorithm’s recommended prices;

7. Train the algorithm with compliant pricing data;

8. Prevent algorithmic conspiracy; and

9. Audit use of the algorithm for noncompliance.

As a final guideline to mitigate the risk of noncompliance with
the Colorado AI Act, this article recommends:

10. Add a human between the algorithm and consumers.

1. Stay Tuned on FTC v. Amazon if Considering
Allowing the Algorithm to Engage in Tacit
Collusion

In FTC v. Amazon.com, Inc.,' the FTC brought suit against
a large online retailer alleging that its AI algorithm made uni-
lateral price raises that it predicted other retailers would follow.
According to the FTC, this activity, known as “tacit collusion,’
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constituted “unfair methods of competition” in violation of the
FTC Act although perfectly legal under the Sherman Act, as per
this article’s epigraph. The retailer moved to dismiss, arguing that
unfair competition under the FTC Act requires an agreement, just
like the Sherman Act requires an agreement. The FTC responded
that the scope of the FTC Act reaches more broadly than the Sher-
man Act to cover tacit collusion by Al thus pursuing its recently
more aggressive stance regarding “unfair methods of competition”
in the age of AI.?

The district court agreed with the FTC, finding that allegations
of tacit collusion coupled with allegations of “anticompetitive intent
or purpose” sufficed to state a claim for unfair competition under
the FTC Act for purposes of Rule 12(b)(6).’

Fact discovery is proceeding, a bench trial is set for October 13,
2026, and appeals may follow. A final judgment may determine for
the first time whether there exists any scope of prohibited unfair
competition under the FTC Act beyond the prohibitions established
by the Sherman Act. According to the retailer, the FTC cited “no
case in which any district court has ever held a defendant liable on
such a ‘standalone’ unfair method of competition claim.”*

At stake in this heavyweight battle is the legality of a primary
design choice for any Al pricing tool designer before starting
to implement most or all of the design—whether to allow tacit
collusion.

The remainder of this article provides guidelines to mitigate
the risk of violating the Sherman Act, as well as the FTC Act, but
only to the extent the FTC Act overlaps with the Sherman Act (or
to the extent the Al pricing tool relies on Amazon’s pricing data,
see guideline 7). To the extent the FTC Act reaches beyond the
Sherman Act regarding Al pricing tools, that is a new issue raised
by FTC v. Amazon, so keep your eyes on it and factor it into your
organization’s risk management program if considering allowing
the algorithm to engage in tacit collusion.

2. Do Not Allow the Algorithm to Use Shared
Nonpublic Data to Make Individual Price
Recommendations

Courts presiding over two Al pricing tool cases pending in
district courts are drawing a bright line by prohibiting Al tools’
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use of competitors’ nonpublic information, as illustrated by the
following two cases involving AI pricing tools where the AI pric-
ing tool vendors’ motions to dismiss were denied primarily on this
basis. A key point for AI algorithm designers to note here is that
although shared data cannot be used for any individual price rec-
ommendations, as illustrated in this section, that prohibition does
not mean that the AI pricing tool cannot train with the benefit of
information provided by each customer (a separate issue discussed
in guideline 4).

In In re RealPage, Inc., Rental Software Antitrust Litigation,’
tenants brought class actions against an Al tool vendor and its
landlord customers, alleging that the vendor facilitated a price-
fixing agreement by providing its customers price recommenda-
tions based on the customers’ collective nonpublic “pricing and
supply data,” in violation of the Sherman Act. The vendor moved
to dismiss, arguing that any competitor data a customer had access
to was aggregated and anonymized. The district court ruled for
the tenants, finding sufficient allegations nonetheless to allow the
case to proceed to discovery due to the algorithm’s use of “shared”
nonpublic information in making its price recommendations. As
the district court explained, the “most compelling evidence of
horizontal agreement are allegations that [the landlord customers
of the vendor] submitted real-time pricing and supply data to be
compiled into a common algorithm, which was sent to all [other
customers] as ‘forward-looking, unit-specific pricing and supply
recommendations based on their shared data’ to achieve higher
prices.”

In Duffy v. Yardi Sys., Inc.,° tenants brought class actions against
an Al tool vendor and its landlord customers, alleging that the
vendor facilitated a price-fixing agreement by providing its cus-
tomers price recommendations based on the customers’ collective
nonpublic “pricing, inventory, and market data,” in violation of
the Sherman Act—as in In re RealPage, but against a different Al
tool vendor. Also as in In re RealPage, the district court held that
the tenants plausibly alleged a conspiracy in violation of the Sher-
man Act and found the algorithm’s use of nonpublic information
compelling in this regard, stating: “Defendants would have the
Court assume that the lessor defendants, having turned over their
commercially-sensitive data and paid for the services [the AI tool
vendor] offered, did not intend to use the information generated
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as aresult.... The Court finds that plaintiffs have plausibly alleged
a conspiracy in violation of § 1 of the Sherman Act.”

In sum, the Sherman Act prohibits AI pricing tools from using
shared nonpublic data to make individual price recommendations.

3. Do Not Allow the Algorithm to Publish
Customers’ Nonpublic Information to Other
Customers Unless Sufficiently Nonsensitive,
Aggregated, and Anonymized

The Sherman Act prohibits Al pricing tools from publishing
sensitive nonpublic data among its customers. Courts have upheld
claims under the Sherman Act when competitors’ nonpublic data
were published to other competitors, unless the information was
sufficiently nonsensitive, anonymized, and aggregated. For exam-
ple, one court dismissed a Sherman Act claim involving exchange of
anonymized and aggregated sales, production, and inventory data
“(but never price data).”” By contrast, other courts have allowed
Sherman Act claims to go forward where statistical reports provided
“access to otherwise private information on the production and
prices of other Defendants” and the ability to “reverse engineer the
reports to identify which Defendant provided a given data set,”® or
where competitors were permitted to exchange nonpublic employee
compensation and budget data’® or the “most recent price charged
or quoted.”*

4. Stay Tuned on the Third Circuit if Considering
Allowing the Algorithm to Train with the Benefit
of Information Provided by Each Customer

A case pending in the Third Circuit involving Al pricing tools
dismissed claims involving not any exchange of nonpublic infor-
mation or data pooling among customers but provision by each
customer of “its current, non-public ... pricing and [inventory]
data to the [AI pricing tool] platform ... the same third-party
algorithm platform to which their co-defendants were submit-
ting their own respective real-time and non-public pricing and
[inventory] data.”!!
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5. Maintain a Procompetitive Message to the
Market Versus Inviting a Conspiracy

Al pricing tool vendors should typically refrain from empha-
sizing the tool’s ability to raise prices, as courts have found the
following alleged marketing strategies by Al pricing tool vendors,
amounting to such, to be a “plus factor” and “invitation[] to col-
lude” in finding plausible allegations that the vendor violated the
Sherman Act: (1) “advertis[ing] its ... software to [customers] as
a means of increasing rates above those available in a competitive
market,”"? and (2) “educat[ing] clients on the pricing methodology
and associated benefits of accepting all, or almost all [AI pricing
tool] pricing recommendations, despite [decreasing sales].”*?

On the other hand, advertising to customers their ability to
raise prices through “surge” pricing recommended by the algorithm
may avoid Sherman Act liability if, in the market for the customers’
services being offered for sale, “There are from time to time an ever
varying number of [customers selling their services], electronically
flashing on and off like a laser beam [with r]arely ... the same
[seller] present at the same time or for the same length of time”**

While maintaining a procompetitive message is important for
compliance, it will not render an otherwise noncompliant Al pric-
ing tool compliant.'

6. Design and Encourage Pricing Decision
Methods Alternative to Accepting the
Algorithm’s Recommended Prices

Courts have found AI tool vendors’ failures to encourage the
customer to enter or select alternative prices from those recom-
mended by the algorithm another circumstance relevant to finding
plausible allegations that an AI pricing tool vendor violated the
Sherman Act.'

Thus, Al pricing tool vendors should build into their tools the
ability for customers not only to accept the algorithm’s recom-
mended price but also ways for customers to implement alternative
prices or pricing strategies. For example, the customer could be
permitted the alternative of entering a specific numerical price of
the customer’s own choosing. As another example, if the algorithm
is recommending a “price raising strategy” such as by implementing
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price increases where the algorithm predicts competitors might
follow those price increases, alternative options might include a
“price undercutting strategy” to lower prices where the algorithm
predicts sales will sufficiently increase to compensate for the lower
price, or other strategies based on other metrics and algorithmic
predictions.

Another option designers might consider offering customers is
to train the algorithm with the customer’s own pricing decisions as
the customer selects any of the non-algorithmic options described
in the prior paragraph. With sufficient such customer-specific
training, algorithmically generated prices automatically accepted
by the customer thereafter may sufficiently promote independent,
customer-specific pricing decisions to avoid violating the Sherman
Act.”

7. Train the Algorithm with Compliant Pricing
Data

As Keith E. Sonderling, former Commissioner of the Equal
Employment Opportunity Commission, once stated, “the reliability
and lawfulness of the AT’s output is only as good as the inputs.”*®
That truism about lawfulness of an Al tool’s outputs only if the
inputs are lawful may not be limited to antidiscrimination laws and
may also apply to antitrust laws. Specifically, just as using imper-
missibly biased training data as inputs to AI hiring tools risks non-
compliance with antidiscrimination statutes,'® using impermissibly
fixed prices as inputs to train AI pricing tools risks noncompliance
with antitrust statutes. For example, if an AI pricing tool were to
train on the prices under dispute in FTC v. Amazon (see guideline 1)
as the algorithm’s inputs, the designer should consider whether the
resulting outputs might prompt similar disputes.

8. Prevent Algorithmic Conspiracy

Ultimately, the Al pricing tool needs to be designed to act
independently for each customer, not in concert for all customers.
Thus, many guidelines in this article are focused on promoting
algorithmic independence for each customer as opposed to pro-
moting concerted action.
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But the AI pricing tool should not be so independent that it
reaches an agreement in restraint of trade all by itself.

This conundrum raises the question, can an Al ever truly
reach an agreement all by itself, such that its designer or deployer
might face liability resulting from a conspiracy originated by the
algorithm?

While legal scholars have debated whether today’s generation of
Als have legal capacity to agree,? one of today’s leading Als denies
having the consciousness, intent, and understanding needed for
genuine agreement.”!

On the other hand, today’s Als are capable of negotiating the
words in a written contract autonomously with other Als and
no human involvement.?> Thus, courts presented with a written
instrument created by such methods and appearing to be a contract
might be inclined to apply the “four corners rule,” which presumes
that “an integrated, facially clear, and complete written agreement
speaks for itself, without extrinsic evidence.”> However, applying
the four corners rule to such a contract presumes AI’s capacity to
form an agreement in the first place.**

Given the foregoing state of legal affairs and current state of
Al steps designers might take to prevent Al pricing tools from
reaching price-fixing agreements on their own include the fol-
lowing: (1) do not allow the tool to negotiate express instruments
that appear to be contracts, and (2) if AI ever becomes capable of
forming the consciousness, intent, and understanding needed for
genuine agreement, then add code to disallow the Al from forming
any such price-fixing agreement.

9. Audit the Algorithm for Noncompliance

In RealPage, the district court found persuasive in denying dis-
missal of a Sherman Act claim a “regression analysis” performed
by the plaintiffs that showed “a lessening correlation between ...
price and [inventory] after the start of [the alleged conspiracy].”*

Before that AI pricing tool found itself in that district court,
it would have been a relatively straightforward addition for the
designer to allow the tool to perform such an analysis, identify such
a correlation, and produce warnings or change behaviors upon its
detection. Whether via a “regression analysis” or more advanced
data science techniques such as that offered by AI, Al tool designers
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might consider building in such price-fixing agreement detection
and warning systems as part of the design.

10. Add a Human Between the Algorithm and
Consumers

Al tool vendors should consider requiring its customers to
either enter their own prices or affirmatively approve every price
recommended by the algorithm, in order for the customers to insert
themselves between the algorithm and any consumers offered the
price. That way, the Al tool vendors’ customers might avoid being
legally required to disclose the use of the AI tool to consumers,
which may not be desirable for the customers. By contrast, if the
Al tool vendors’ customers automatically pass through the Al tool’s
price recommendations to its customers, modern Al statutes such
as the Colorado AI Act may require disclosure to consumers.*

Summary

Al pricing tools designed to comply with antitrust and AI laws
tace fewer risks than those not designed for compliance, of an
expensive class action lawsuit or government-initiated proceeding
alleging violation of such laws. Moreover, by enabling and automat-
ing informed pricing decisions, Al pricing tools hold the potential
to drive market efficiencies.

This article identified design guidelines to assist with such
compliance and, relatedly, such market efficiencies, as follows:

1. Stay tuned on FTC v. Amazon if considering allowing
the algorithm to engage in tacit collusion;

2. Do not allow the algorithm to use shared nonpublic data
to make individual price recommendations;

3. Do not allow the algorithm to publish customers’ non-
public information to other customers unless sufficiently
nonsensitive, aggregated, and anonymized;

4. Stay tuned on the Third Circuit if considering allowing
the algorithm to train with the benefit of information
provided by each customer;

5. Maintain a procompetitive message to the market versus
inviting a conspiracy;
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6. Design and encourage pricing decision methods alterna-
tive to accepting the algorithm’s recommended prices;
Train the algorithm with compliant pricing data;
Prevent algorithmic conspiracy;

Audit use of the algorithm for noncompliance; and

10. Add a human between the algorithm and consumers.

0 ® N

* Justin R. Donoho is special counsel at Duane Morris LLP and a Cer-
tified Information Systems Security Professional. He may be contacted at
jrdonoho@duanemorris.com.
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ing a true ‘meeting of the minds’ in the legal sense. Mutual assent requires
the parties involved to understand and agree to the terms of a contract, with
intentionality behind their consent. While I can process and analyze data, draft
agreements, and even simulate negotiation-like behavior, Ilack the conscious-
ness, intent, and understanding needed for genuine agreement. My actions
are based on patterns and programming, not conscious decision-making.”

22. See,e.g., Ryan Browne, “An Al Just Negotiated a Contract for the First
Time Ever—And No Human Was Involved,” CNBC (Nov. 7, 2023), https://
www.cnbc.com/2023/11/07/ai-negotiates-legal-contract-without-humans-
involved-for-first-time html.

23. Cheng v. Cont’l Classic Motors, Inc., 668 E. Supp. 3d 822, 828 (N.D.
I1L. 2023).

24. Id. (explaining that courts apply the four corners rule on the theory
that the contract’s “explicit language stands for the intent of the parties”).

25. In re RealPage, 709 E Supp. 3d at 515.
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26. See Colo. Rev. Stat. § 6-1-1704(1) (“a deployer or other developer
that deploys, offers, sells, leases, licenses, gives, or otherwise makes available
an artificial intelligence system that is intended to interact with consumers
shall ensure the disclosure to each consumer who interacts with the artificial
intelligence system that the consumer is interacting with an artificial intel-
ligence system”).
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